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Brought to you by the Internet Watch Foundation.

As your teen explores the digital world, staying safe online is just as important
as staying safe offline. At Swanshurst we are promoting our new initiative of
‘Upstanders Not Bystanders'. This means we are encouraging and rewarding
pupils who speak out to prevent others from experiencing harm in any way,
which we know sometimes happens on social media.

Here are some essential tips to help you guide and protect your child in today’s connected age.

1 TALK: Start the Conversation Early
Use the IWF's TALK checklist to open up honest discussions:

o Talk to your child about online risks.
e Agree ground rules for internet use.
e Learn about the platforms they use.
e Know how to report concerns.
Visit iwf.org.uk/resources for more on the TALK framework.

2 Think Before You Share
Teens may feel pressure to share intimate images. The IWF's Think Before You Share
campaign helps young people understand the long-term harm of sharing explicit content.

Encourage your teen to:
e Pause before sending any image.

¢ Understand that once shared, control is lost.
 Know they can talk to you without judgment.

3 Lock Down Privacy Settings
Help your teen:

e Use strong, unique passwords.

e Enable two-factor authentication.
e Review privacy settings on apps like Snapchat, TikTok, and Instagram.
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Spot the Signs of Grooming or Sextortion
Teach your teen to be cautious of:

e New online friends who avoid video calls.

e Requests for money, gift cards, or personal images.

» Messages that feel manipulative or urgent. If they get the feeling something isn't quite right
they should stop contact and tell a trusted adult.

5 Be Scam-Savvy

Phishing scams and fake apps are everywhere. Help your teen:

e Avoid clicking on suspicious links.
e Only download apps from trusted sources.
» Recognise fake messages pretending to be from real companies.

6 Be Their Digital Compass

You don't need to be a tech expert. What matters most is:
o Keeping communication open.

e Setting sensible boundaries.
e Being a safe space when things go wrong.

Need Help?
Contact DSL@swanshurst.org for support, advice and guidance on all aspects of safequarding.
More information and signposting to further resources can be found on

the Safeqguarding Area of the Swanshurst School website:
www.swanshurst.org/safeguarding/1720.html
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